Perimeter protection Lab

Pre-requisite
As a pre-requisite to this lab, you must first complete the “Accelerate your content using CloudFront” lab, as we will be using the distribution you have created there to associate our AWS WAF WebACL.
Intro

In this lab, you will use AWS WAF to mitigate a vulnerability in your api code, and implement an automation template to block automatically bad bots according to the following diagram.
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Create application

Please complete Cloudfront module 1 in order to have the application running.

OWASP Top 10 vulnerability mitigation using AWS WAF

In this section, you will use AWS WAF to mitigate a vulnerability caused by weak code on your server. The vulnerability is a Local File Inclusion (LFI) in the Broken Access Control category of OWASP Top 10 (A5 category in 2017 release). Let's suppose that this vulnerability was introduced recently by code a change, where your developer has added to your application the capability to show additional information about itself using info query string. 

1 - Test the api vulnerability in your browser. 
· https://[your cloudfront distribution domain]/api : will give the same results as before.
· https://[your cloudfront distribution domain]/api?info=about : will append to the response, the content of about file.
· https://[your cloudfront distribution domain]/api?info=dependency;cat%20/etc/passwd : will append to the response, the content of dependency file and /etc/passwd. 
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2 - While waiting for your developers to correct the code and enforce access control, you will mitigate the vulnerability using AWS WAF. Go to AWS WAF Console and create a new String match condition with the below filter settings.
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3 - create another filter in the same condition with the following filter.
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4 - Click on create to finalize a condition that detects / and ; characters in the info query string after decoding as url.
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5 - Create a new rule in AWS WAF console. Choose a regular rule and reference the previously created string matching condition.
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6 - Finally, create a new WebACL and associate it with your CloudFront distribution. In this WebACL, you will permit all requests unless they match the rule you have just created. Confirm, review and proceed with WebAcl Creation.
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7 - In a few seconds, the change will propgate to AWS WAF. Test again in your browser the attacker URL. You will be blocked (403 Forbidden), and the custom error page will be returned by CloudFront.
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8 - Finally, go to your newly created WebACL in the AWS WAF console and check the sampled requests. It takes a couple of minutes to pop up on the console. You will see the details of the requests that were blocked by WAF.
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9 - We suppose now that you have fixed the vulnerability, and you don't need the virtual patching any more. Go to CloudFront console and remove the AWS WAF Web ACL association.
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Automation honeypot

In this section, you will implement a honeypot that catches and block bad bots using AWS WAF automation capabilities and other AWS services. In fact, you will create a honeypot endpoint using API Gateway and Lambda. This endpoint will be banned using Robot.txt. The robots.txt file is a simple text file placed on your origin which tells webcrawlers like Googlebot if they should access a file or not. In general, bad bots will not honor robot.txt, and scrape the endpoint. When it happens, a Lambda function is triggered and used to block the bad bot IP in AWS WAF automatically.

1 - Deploy the CloudFormation:
https://s3.amazonaws.com/solutions-reference/aws-waf-security-automations/latest/aws-waf-security-automations.template 

[bookmark: _GoBack]This template contains multiple automation capabilities, but you will only select the honey pot deployment (Active Bad Bot Protection).
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2 - The deployment takes a couple of minutes to finish. When the status of the stack is CREAT_COMPLETE, check the output tab and note the URL of the honey pot as well as the name of the WAF Web ACL.
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3 - Go to CloudFront console and create a new origin in your previously created distribution. Use the honeypoint URL noted in the previous step. Make sure to select HTTPS as origin Protocol policy.
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4 - Next create a new behaviour using this origin, and with /honeypot path pattern. Make sure to Customize Object Caching, and use Zero value in all TTLs.
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5 - Associate your distribution to the WAF Web ACL created by the CloudFormation template.
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6 - Normally, you need to modify the robots.txt file in the root of your website to explicitly disallow the honeypot link, as follows as described in solution documentation. For the sake of simplicity, you will skip this part.

7 - Test your api URL, it should be working normally.
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8 - Using your browser, trigger the honeypot using URL: https://[your cloudfront distribution domain]/honeypot. You will get the below message with your own IP.
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9 - Go to AWS WAF console, and check that your IP is automatically added in the BAD Bot set.
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10 - Try to load your api URL again, you will be blocked and you will see the custom error page by CloudFront.
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Conclusion

In this Lab, you have learned how to mitigate quickly a vulnerability in your application code with AWS WAF, and how to use AWS WAF to automatically block bad behaving bots along with other AWS services like Amazon API Gateway and AWS Lambda. We highly recommend you to visit the Marketplace for AWS WAF Seller Manager rules in the WAS WAF console. You will see the different WAF rules that are provided by Security Seller to mitigate against bad bot, protect against OWASP TOP 10 vulnerabilities and virtual patching for popular CMS and web servers.
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Create string match condition

A string match condition contains a list of the strings that appear in web requests that you want to allow or block. Learn more

Name* | Remote file inclusion condition

Region* | Global (CloudFront) >~

Choose Global (CloudFront) to create AWS WAF resources to use with CloudFront distributions in all AWS
Region to create AWS WAF resources to use with an Application Load Balancer in that region.

Type* | String match v
To create a standard string match condition, choose String match. To create a regular expression match c:

Filter settings

Specify the settings that you want to use to allow or block web requests. If you add more than one filter to a string match condition, a web request needs to
request to match the string match condition. (The filters are ORed together.)

Part of the request to filter on | Single query parameter (value only) AN ]
Query parameter name* info (i}
Match type = Contains v 0

Transformation | URL decode -0

Value is base64-encoded (i}

Value to match* | ; (i}
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Filters in this string match condition

Part of the request to filter on

Single query arg 'info' contains: "/" after decoding as URL.

Single query arg 'info' contains: ";" after decoding as URL.

* Required
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Create rule

Specify the conditions that you want to use to filter web requests. If you add more than one condition to a rule, a request must match all of the conditions to be allowed or blocked based on that

rule. Learn more

Name*

CloudWatch metric name*

Rule type*

Region*

Add conditions

When a request

does ~
match at least one of the filters in the string match condition ~

Remote file inclusion condition ~

Filters in Remote file inclusion condition
Single query arg 'info' contains: /" after decoding as URL.

Single query arg 'info' contains: ";" after decoding as URL.

Add condition

* Required

LFI protection

LFlprotection

Regular rule

Global (CloudFront)

Use global to create WAF resources that you would use with CloudFront distributions and other regions for WAF resources that you would use

with ALBs in that region.
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Name web ACL (2]

To create a web ACL that you want to use to filter web requests, type a name for your web ACL, and then choose Next. Learn more

Web ACL name* | app virtual patching

CloudWatch metric name* | appvirtualpatching
The metric name can contain only alphabetic characters.

Region* | Gilobal (CloudFront) v

Use global to create WAF resources that you would associate with CloudFront distributions and
other regions for WAF resources that you would associate with ALBs in that region.

AWS resource to associate = EBOL85MPPWRXQ -

Reset selected resource

YYou can associate this web ACL with more resources after you finish the wizard. On the Web ACLs
page for this web ACL, see the Rules tab.

* Required Cancel Previous m
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Create rules (2]

Rules contain the conditions that you want to use to filter web requests. You add rules to a web
ACL, and then specify whether you want to allow or block requests based on each rule. Learn
more

Add rules to a web ACL

Rules LFI protection ¥ Add another rule Create rule

If a request matches all of the conditions in a rule, take the corresponding action
Order Rule Action

1 LFI protection (O Allow @ Block (O Count [x]

If a request doesn't match any rules, take the default action

Default action* (@ Allow all requests that don't match any rules

(O Block all requests that don't match any rules
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< C' | @ Secure | https://d3hpomu5700yae.cloudfront.net/api?info=about;%20/etc/passwd

CloudFront Lab

Oups, this is a nice error page!
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Sampled requests

To view new samples, choose Get new samples.

LFI protection -

Get new samples

Sample data from 2018-07-13 07:42:53 to 07:49:51

Source IP URI

Matches rule Action Time (UTC)

w 54.240.197.235 /api?info=about;%20/etc/passwd LFI protection Block 07:48:35

Client information:

Request line:

Request headers:

Source IP: 54.240.197.235
Country: [E

Method: GET
URI: /api?info=about; %20/etc/passwd

Host: d3hpomu570oyae.cloudfront.net

upgrade-insecure-requests: 1

user-agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_12_6) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/67.0.3396.99 Safari/537.36

accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8
accept-encoding: gzip, deflate, br

accept-language: en-GB,en-US;q=0.9,en;q=0.8

» 54.240.197.235 /api?info=about;%20/etc/passwd LFI protection Block 07:48:57

» 54.240.197.235 /api?info=about;%20/etc/passwd LFI protection Block 07:48:58

» 54.240.197.235 /api?info=about;%20/etc/passwd LFI protection Block 07:48:58

» 54.240.197.235 /api?info=about;%20/etc/passwd LFI protection Block 07:48:59
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Edit Distribution
Distribution Settings

Price Class | Use All Edge Locations (Best Performance) v (i

AWS WAF Web ACL None v o
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Select Template

Select the template that describes the stack that you want to create. A stack is a group of related resources that you manage as a single unit.

Design a template  Use AWS CloudFormation Designer to create or modify an existing template. Learn more.

Design template

Choose a template A template is a JSON/YAML-formatted text file that describes your stack's resources and their properties. Learn more.

© Select a sample template

>

© Upload a template to Amazon S3

Choose file  No file chosen
@© Specify an Amazon S3 template URL

https://s3.amazonaws.com/solutions-reference/aws-waf-security-automations/latest/aws-waf- | View/Edit template in Designer

Cancel

Next
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Specify Details

Specify a stack name and parameter values. You can use or change the default parameter values, which are defined in the AWS CloudFormation template. Learn more.

Stack name | AWSWAFSecurityAutomations

Parameters

Protection List

o«

Activate SQL Injection no
Protection

Choose yes to enable the component designed to block common SQL injection attacks.

o

Activate Cross-site no Choose yes to enable the component designed to block common XSS attacks.

Scripting Protection

o

Activate HTTP Flood no
Protection

Choose yes to enable the component designed to block HTTP flood attacks.

o«

Activate Scanner & Probe | N0
Protection

Choose yes to enable the component designed to block scanners and probes.

o

Activate Reputation List no Choose yes to block requests from IP addresses on third-party reputation lists (supported lists: spamhaus, torproject, and emergingthreats).

Protection

o

Activate Bad Bot | Yes
Protection

Choose yes to enable the component designed to block bad bots and content scrapers.

Settings

CloudFront Access Log

BucketName . » name for the Amazon S3 bucket where you want to store Amazon GloudFront access logs. This can be the name of either an existing S3 bucket, or a new bucket that the template will create during stack launch (f it does not find a matching bucket name). The solution will modify

the bucket?s notification configuration to trigger the Log Parser AWS Lambda function whenever a new log file is saved in this bucket. More about bucket name restriction here: http://amzn.to/1p1YIUS

Advanced Settings

Request Threshold 2000

If you chose yes for the Activate HTTP Flood Protection parameter, enter the maximum acceptable requests per FIVE-minute period per IP address. Minimum value of 2000. If you chose to deactivate this protection, ignore this parameter.

Error Threshold 50 If you chose yes for the Activate Scanners & Probes Protection parameter, enter the maximum acceptable bad requests per minute per IP. If you chose to deactivate Scanners & Probes protection, ignore this parameter.

'WAF Block Period 240 If you chose yes for the Activate Scanners & Probes Protection parameters, enter the period (in minutes) to block applicable IP addresses. If you chose to deactivate this protection, ignore this parameter.

Anonymous Metrics Request

Send Anonymous Usage | N0 % | Send anonymous data to AWS to help us understand solution usage across our customer base as a whole. To opt out of this feature, select No.
Data
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Create Stack Actions v Design template

Filter: Active ~

Stack Name Created Time Status Description

2 AWSWAFSecurityAutomations 2018-07-13 10:07:43 UTC+0200 CREATE_COMPLETE (S00006-CloudFront) - AWS WAF Security Automations v2.1: This AWS CloudFormation template helps y
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Edit Behavior

Path Pattern
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Default TTL

Forward Cookies

Query String Forwarding and
Caching

Smooth Streaming
Restrict Viewer Access
(Use Signed URLs or
Signed Cookies)

Compress Objects Automatically

/honeypot

Custom-hjmaybxeqd.execute-api.us-east-1.am: v

O HTTP and HTTPS
© Redirect HTTP to HTTPS
HTTPS Only

© GET, HEAD
GET, HEAD, OPTIONS

©) GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE

GET, HEAD (Cached by default)

None (Improves Caching) v

Learn More

©) Use Origin Cache Headers
® Customize

Learn More

None (Improves Caching) v
None (Improves Caching) v

© Yes
®No

Yes
® No

© Yes
®No

Learn More

e

e @ © @ @ @ @

(-]




image22.png
Edit Distribution
Distribution Settings

Price Class | Use All Edge Locations (Best Performance) v [i]

AWS WAF Web ACL | AWSWAFSecurityAutomations v (i
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Create string match condition

A string match condition contains a list of the strings that appear in web requests that you want to allow or block. Learn more

Name* | Remote file inclusion condition

Region* | Global (CloudFront) ~

Choose Global (CloudFront) to create AWS WAF resources to use with CloudFront distributions in all AWS Re
Region to create AWS WAF resources to use with an Application Load Balancer in that region.

Type* | String match =
To create a standard string match condition, choose String match. To create a regular expression match conc
Filter settings

Specify the settings that you want to use to allow or block web requests. If you add more than one filter to a string match condition, a web request needs to mat
request to match the string match condition. (The filters are ORed together.)

Part of the request to filter on | Single query parameter (value only) >~ 0
Query parameter name* info [i]
Match type = Contains v 0

Transformation = URL decode |

Value is base64-encoded (i}

Value to match* | /| i)





